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| NTRODUCTI ON

Intel co-founder Gordon More predicted in the sixties that
transistor density on integrated circuits would double about
every two years. This prediction has come to be known as More’s
Law, and forty years later, it has held true. However, if
Moore’s law is to hold true for the next forty years, conputer
chips nmust reach an atonmic scale. Quantum Conputing provides
this atonmic scale, thus it seens to be the next step for
conput ers.

This next step may still I|ie decades away. However,
scientists are already using Quantum Computing principles to
strengthen a very specific area of cryptography. The technol ogy
that is being researched, and inplenented is called Quantum Key
Distribution, and it solves the cryptographic problem of
provi ding a secure channel for the transnission of a private key.

Quantum Key Distribution (D) provides a secure channel
for the transmission of a private key securely by encoding and
transmtting the keys via photons. There are various protocols
t hat have been devised for the distribution of keys with photons,
two of which are BB84 and B92. These protocols rely on the fact
that the act of observing or neasuring a photon will change its
orientation (polarization), thus the sender and receiver can be
al erted of a possibl e eavesdropper. [2]

Quantum Key Distribution systenms have already been
successfully inplenmented both in the lab and at the narketpl ace.
Magi Q Technologies and ID Quantique are the pioneers in the
comercial field. They have both released products that nake use
of quantum technol ogies to inplenent key distribution. Successes
in the lab include:

--The National Institute of Standards and Technology sent a
guantum key over a 730-m free-space using infrared | asers,
reflecting tel escopes and 8-in.mrrors. [2]

--BBN Technol ogi es boasts the world’s first quantum network. It
transmts quantum keys between BBN, Harvard University, and
Boston University. [2]

The bul k of this paper will concentrate on QKD using photon
pol ari zati ons and the BB84 protocol, which was devised by Bennett
and Brassard in 1984. After the unveiling of QKD I w Il discuss
the entangl enent properties of photons and follow with a protocol
published in a report sponsored by an agency of the United
States. [8] To enphasize the practicality of these techniques,
the last part of the paper will cite noney invested into quantum
technol ogies along with existing inplenmentations of KD and KD
products.
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KD: Physical System

XD di stributes encoded photons that represent a binary bit
(0 or 1) through a fiber optic cable between a sender and a
receiver, which I wll refer to as Alice and Bob, respectively
for the rest of this paper. In order to understand how a photon
is encoded with a 0 or 1, you have to have a basic understandi ng
of the wave properties of |ight.

Light is visible electromgnetic radiation. “I'n nodern
physics, light or electromagnetic radiation may be viewed in one
of two conplenentary ways: as a wave in an abstract

el ectromagnetic field, or as a stream of massless particles
call ed photons.”[4] The BB84 inplementation of (KD actually uses
si ngl e photons however, and one mght be inclined to ask whet her

photons also possess wave-like properties. “Clearly, the
pol ari zation properties of light, which are nore usually
associated with its wave-like behaviour, also extend to its
particle-like behaviour. |In particular, a polarization can be

ascribed to each individual photon in a beamof |ight."[5]

Anmong other properties such as electric and nmagnetic
fields, electronmagnetic waves possess a polarization. Paul A.
Ti pl er describes polarization as follows in his Physics textbook:
“We can visualize a polarization nost easily by considering

mechani cal waves on a string. If one end of a string held
hori zontal is noved up and down, the resulting waves are
polarized ... in the vertical direction.” [6] The polarization of
a wave can be vertical, horizontal, or can consist of a vertica
component and a horizontal conponent . BB84 uses four

pol ari zati ons to encode photons with either a 1 or a 0.

Pol ari zati on accounts for the encoding of a photon, but the
| aws of quantum physics enforce the security of the transm ssion
a photon. A photon with a certain polarization can be detected
by a filter that is setup to read photons with the given
pol arization. If the filter is not set up for this polarization
however, not only mght it not detect the right polarization of
the photon, but it will also change its polarization in a random
way [1]. This is vital for the security of KD because it
guarantees that if an eavesdropper Eve were to try to read the
photons that Alice sent to Bob, Eve would have changed the
pol ari zati ons of sonme photons. Through the BB84 protocol, Bob
and Alice are able to tell if Eve was snooping on their
transni ssi on because of these changes in photon polarization.

KXD:. BB84 Protoco

Suppose Alice wants to send a private session key to Bob in
order to conmunicate securely via private-key cryptography over
an insecure channel (the internet). |In order to acconplish this,
Alice and Bob nust agree on the foll ow ng:
A photon with a horizontal polarization represents a O.
A photon with a 45 degree polarization represents a 0.
A photon with a vertical polarization represents a 1.
A photon with a 135 degree pol arization represents a 1.
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In addition, Aice nust possess a photon transmtter that
can transmt one photon at a tinmne with one of the four
pol ari zati ons di scussed. Bob nust possess two photon filters, or
detectors, one of which is gauged to detect both horizontally and
vertically polarized photons-represented by “+"-and the other of
which is gauged to detect diagonally oriented photons in either
di agonal polarization (45 degrees or 135 degrees)-represented by

X" .

Once the above is agreed on, Alice can begin transmtting
the private key to Bob. Alice has to transnit photons to Bob in
random pol ari zati ons, and record what polarizations she sent them
in. On the other end, Bob has to use one of the two filters
randomy on each of the photons Alice sends. Bob has to nmake sure
to record the filters he wused on each photon, and the
pol ari zati ons he detected for each photon.

If the filter Bob wuses is gauged for the «correct
polarization of a particular photon, then Bob detects the
pol ari zati on of the photon accurately. If he uses the filter
that is not gauged for the polarization of a particular photon,
then Bob not only changes the polarization of that photon, but
al so detects a polarization that is not correct.

The rest of BB84 takes place over a conventional
communi cati on channel such as the internet. What happens next is
Bob has to tell Alice the filter he used on each photon. Alice
then has to reply to Bob telling him which photons were read
correctly and should be kept. Both Alice and Bob then have to
get rid of the photons which Bob read incorrectly. Once the
incorrectly read photons are discarded, Bob and Alice should
share an identical subset of photons, which when decoded into
binary bits will give them a shared private key. Because Alice
sends the photons in random polarizations, and Bob has a two
filters, Bob has a 50% chance for each photon of reading it
correctly, thus the shared private key will be consist of about
half as many bits as the nunber of photons that were transmtted
between Alice and Bob.

An eavesdropper cannot read all of the photons w thout
changi ng them unl ess they know what polarizations Alice sent them
in. Since Alice polarizes the photons in random fashion, the
only alternative Eve had is to use one of the tw filters
random y, and resend the photon to Bob. Eve will then change the
pol ari zation of 50% of the photons sent to Bob. When Bob
neasures the 50% of the photons which were changed by Eve, he
will have a 50% chance of finding the original polarization that
Alice sent for each of photon of this subset. Thi s nmeans t hat
about 25% of the bits of the private shared key between Alice and
Bob will be different once the protocol is inplemented if there
i s sonmebody reading the photons in between them

Alice and Bob can find this difference by conparing a
subset of their shared key over a classical comunication
channel . If the difference in bits in the subset is 25% or
greater, the keys are discarded and the protocol is started anew.



Black Ice Software LLC

Demo version

If the difference is less than 25% they can discard the subset
that was sent over the classical channel and keep the snaller
shared key acquired fromthe inplenentati on of the protocol.

KD: FError Reconciliation

Even if Eve is not snooping in on the photon transm ssion,
the polarization of some photons may be changed by noi se caused
either by the transm ssion and reception equipnent, or by the
communi cati on nedi um If noise changes the polarization of a
subset of photons, Alice’s and Bob’'s keys w |l not be natching
bit strings as they should be. Two types of error reconciliation
can be inplenented in order to make the keys match. One is
classical error reconciliation, which enploys redundancy to
elimnate errors. The other type is called Quantum Error
Correction, which is radically different from the classical
nmet hod. [ 9]

Ent angl enent: Weird Physics

Entangl emrent, a weird property of quantum nechanics which
Ei nstein described as “spooky action at a distance” allows for
anot her nethod of Quantum Key Distribution in which “the key
comes into existence sinultaneously at both sender and receiver
nodes, elinmnating the possibility of interception”.[2] This type
of QKD schene is actually an inprovenent from BB84, because in
addition to elimnating the possibility of interception, the
scheme is also nmore practical, for current single-photon
transm ssi on equi pnent often transmts two photons(with the sane
pol ari zation), which would nmake BB84 prone to attacks by Eve.
The need for two photons in the entangled photons schene allows
for the photon equiprment to operate nore accurately.

Ent angl enent: Protocol for KD

In order to inplenent the protocol, the follow ng nust be
done prior to key distribution. Bob and Alice nust agree on the
bit representations of the four different polarizations, and on
the two filters, just as they did with BB84. A photon source,
other than Alice, nust be established. This photon source wl]l
di stribute entangled photon pairs, one photon to Alice and one
photon to Bob. Alice and Bob nust set their photon detectors to
randomy select their filter for each photon.

To distribute the key, the source sends unpolarized
entangl ed photons to Alice and Bob. An unpolarized photon is a
photon whose polarization changes randomy as it propagates
t hrough space. Alice and Bob then both use their respective
filters to nmeasure the polarization of the photon. They docunent
the val ue of the photon, the base used, and the tinme at which the
measurement was made. Alice and Bob can then comuni cate over a
classic channel to find out the instances in which their
detection times coincided and they used the sane base. “Due to
ent angl enent, when neasurenent bases coincide, the bits are near
100% correl ated and can be used to forma secret key” [8]
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It is very inportant to realize that the sequence of bits
that are read by both Alice’'s and Bob's photon detectors is a
conmpl etely random sequence that is dictated by the fact that all
of the photons are unpol arized. It is also inportant to note,
that measuring a photon with the wong filter of the two will
give the photon one of the two polarizations on the filter in a
random fashion, and that is the polarization the filter wll
detect. In other words, if the wong filter is used on a photon,
the filter cannot detect the polarization before it changes it.

If Alice and Bob both measure a distinct photon from the
entangled pair with the sanme filter, their neasurenment wll
change their polarization to one of the two polarizations that
the filter nmeasures for, and if the photons are entangled, then
there is a near 100% probability that both Bob and Alice wll
force the photon into the sane polarization state. This will
give them a shared bit that both Bob and Alice received
si mul t aneously and whose val ue was conpl etely random

| mpl enent ati ons of KD

XD techniques are being used in labs around the world to
distribute keys for wuse with private key encryption. “Last
April (2004), a team from the University of Vienna, Austria s ARC
Si ebersdorf Research, and Ludwig Maxi m lians University perforned
the first quantumsecured transfer of noney using entangled
photons.” [2] In addition to successful inplenentations sprouting
up around the world, noney is also sprouting to be used for QKD.
“I'n April 2004, the European Union |aunched the SECOQC project,
which involves 41 participants from 12 countries....Participants
have pledged 11.4 million euro ($14.8 mllion US) in funding over
the next four years to create a secure quantum network gl obally.”
[2] The Departrment of Defense has also invested in the
technol ogy, “The DOD currently funds several quantum cryptography
projects as part of a $20.6 nmllion initiative in quantum
information.” [2]

More inmportantly, QKD products are shrink-wapped and on
shelves, which is a sign of their practicality. On ID
Quantique’s website, you can find a press release dated April
25'" 2005 announcing the rel ease of their new Vectis encryptor:

“The Vectis link encryptor is a hardware Quantum Cryptography
appliance for point-to-point wrespeed link encryption. It
conbi nes Quantum Key Distribution (QKD) and Advanced Encryption
Standard (AES) encryption engines in a stand-alone unit. Key
managenent, with key-refresh rates up to 100 tines per second,
and encryption are automated and their proper functioning is
noni tored by a surveillance unit.”[10]

Magi s website boasts a press release dated March 28'M
2005, in which they announce the release of their QPN 7505
quantum encrypti on sol ution:
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“The new platform incorporates several features to neet
enterprise and governnent sensitive or classified requirenents,
i ncl udi ng:
e Miultiple gigabit data plane for use in high speed
net wor ks
e Renote control for centralized network nonitoring and
managenent
e Miltiplexing of data and quantum channel over a single
fiber, reducing the operational cost of deploynent” [11]

Concl usi on

Eve is in trouble. If Eve figures out a way to duplicate
an RSA Diffie-Helman key exchange, and as a result is able to
obtain the key, then Eve has probably figured out an efficient
al gorithm or two perhaps, to solve two nmat hematical problens for
which no efficient algorithns have been devel oped. This makes
Eve's job pretty tough already. However, in order for Eve to
obtain a key from a quantum key distribution system Eve would
either have to rewite quantum mechanics, or create her own
branch of physics.

Eavesdroppers may still have a chance though. Physics has
contradicted itself in the past. Quantum nechanics, for exanple,
contradicts the classical physics principle of locality.
“Locality is the principle that an event which happens at one
pl ace can’t I nst ant aneousl y af f ect an event sonepl ace
el se....Aside frombeing intuitive, locality seens to be necessary
for relativity theory, which predicts that no signal can
propagate faster than the speed of |light.” [7] Einstein,
Podol sky, and Rosen wote a paper that showed the circunstances
under whi ch quantum nmechanics violated the principle of locality.
They didn't believe it could happen, and “viewed it as evidence
that quantum nechanics was inconmplete” [7]. Alnbst thirty years
| ater, J.S. Bel | proved wth his theorem that iif the
ci rcunst ances whi ch Einstein, Podol sky and Rosen wote about were
observed in an experinment and the results matched those of the
predictions of quantum nechanics, then the principle of locality
woul d not(exist) be a restriction in a quantum worl d. “Years
| ater the experinents were done, and the predictions of quantum
mechani cs proved to be accurate.” [7]
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